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Abstract

A solution to the problem of temporary storage
investigation by the National Tax Service

using cloud computing

Jun Jae Jang
Department of Mathematical Information Science,
Digital Forensics

The Graduate School

Seoul National University

The National Tax Service, which plays the role of procuring
national  financial resources, operates the national tax
administration more fairly and transparently. And, while
concentrating its capabilities on voluntary and sincere tax
support, it 1is strictly against intelligent and malicious tax

evasion. Trying to respond. In particular, deliberate avoidance of
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tax obligations by mobilizing fouls and expedients. Illegal capital
outflow and unfair internal transactions of large corporations,
anomalous inheritance and donation of large property prices, new
types of high-income businesses. Anomalous tax evasion, tax
evasion against the infringement of people’s lives such as
entertainment establishments and loan companies, intelligent
offshore tax evasion using tax evasion, etc. It is focusing its
investigation capabilities on unfair tax evasion. The National Tax
Service 1s committed to such intelligent and malicious tax
evasion. In order to eradicate 1it, we conduct irregular
investigations other than regular investigations, and prove
charges of tax evasion such as books and documents. Temporary
storage surveys are used as a means to secure important data

that can be done.

If the National Tax Service determines that the purpose of the
tax audit cannot be achieved due to concerns about destruction
of evidence by the taxpayer, etc. Right, with the approval of the
head of the local tax office having jurisdiction over the
investigation, conduct an investigation by temporary storage
method of books and documents. In this case, the consent of a
person with legitimate authority, such as the taxpayer, holder, or

custodian, can be obtained. It is absolutely necessary.

In the past, most data such as books and documents were
made of paper, so it was not difficult to distinguish whether or
not the data was subject to temporary storage, so there was no
great difficulty in securing data with the consent of the taxpayer,

whereas in the era of the 4th industrial revolution in line with
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this, most companies have adopted a paperless policy, so there
are some problems as books and documents are stored in
information storage media (computer disks, USB memory, mobile
device memory, etc.) in the form of digital data rather than

paper.

First, due to the nature of digital evidence, it is difficult to
confirm in advance whether it is subject to temporary storage
unless the contents of the data are checked. Therefore, it is
difficult to select and secure only temporary storage data among
the data stored in the information storage medium at the
execution site. It is virtually impossible. Due to this reason, the
possibility of infringement of the taxpayer’s rights has become
very high as personal data and data that are not subject to
temporary storage are secured in the process of copying or

duplicating the entire information storage medium.

Second, as mentioned above, the temporary storage
investigation conducted by the National Tax Service i1s a formal
requirement to obtain the consent of the taxpayer. Is gradually
increasing. In investigations by investigative agencies that seize
or search within the range permitted by the warrant issued by
the court, procedures for securing digital data are legally enforced
by setting clear regulations, etc. There are only reasons for
temporary storage in the processing regulations, but there is no
legal regulation on the procedure for obtaining specific data, so
there is a very high risk of violation of due process in the

enforcement process.

In this thesis, we investigated a method to secure the legality
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of the taxpayer rights protection and temporary storage
investigation by solving problems that may arise in the
temporary storage execution process conducted by the National
Tax Service, especially in the process of securing digital
evidence, and temporarily storage as a solution. In the execution
process, the method of using cloud computing, reorganization of
related laws and regulations, and supplementation of fine rules

were suggested.

Cloud computing is a technology that processes information
with other computers connected to the Internet rather than one’s
own computer, and the government 1is also actively
recommending its use for cost reduction and business innovation

in the era of the 4th industrial revolution.

Cloud computing can guarantee the right of taxpayer to
participate in the temporary storage execution process, secure the
identity of the original digital evidence, and strengthen the

legality of the temporary storage execution process.

However, since there are many areas to be solved, such as
security issues and additional budgets for the use of cloud
computing, the introduction should be decided after sufficient

review.

keywords : Cloud computing, National Tax Service, temporary

storage, digital evidence, taxpayers consent
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