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L1 |73 3 53

2019 69, A o] AFS(UN Human Rights CounciDe ©]

= HQl o]Hol& 4%} 4HY
4 FLd=olA mA=s 9
5

g oz IF AVlee FFHo

ol = A7 Wil AFA T vdFd AdH AR Eoks
=T w4< 9o d¥H S IF5sH Fdstian, ol 74 7l
7o ZEox= JA FFe P 20183 11¥d FAFI= Ae
JMT31NE T3l FAT 7IeWsrt A&7bs DA EE D40l ow
& FdFe mAI=A & dFstH AVl @@FAT)e FEI

20183 HAFHIAFEEHR TIUN Special Rapporteur on
the promotion and protection of the right to freedom of opinion and
expression) H]o|H]= Ao](David Kaye)x= HiAE F 2AFA 59
ot A PSS Auth EHRIAL AFA T FAEC] B

HA JAA7|E w2t W e At A2g"e yArlsis 2o

1) A/HRC/41/L.14 (9 July 2019). New and emerging digital technologies and human
rights.

2) A/RES/73/17 UN General Assembly resolution 73/17 (26 November 2018). & S9d1%3]
Aol RolA G FAT J1&Mebt AL LARE Dol 0lRE Je A
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2. AFA 5ol 27 EA

2.1. B3 R AZAAEG A1) 2(NS)

Jot i o

MAAR RS 7]E  FHFF(Proceedings on  Privacy
Enhancing Technologies) &<=X]e] 7] =9 M=, F39
B BHAE =771 AEd we & FaE ASded 1 Fn
o] W&o AAlA Egtta gt

r2
-

AEe Fhgel A Zeaed 17370708 A 712
e

A Fa TARIL YHolAE BRee APe AT =,
FAZ bdel Wi 1737092 AT 5 2 <Bo] THE
3|

i = 0 2 oD
off

I ey
S 98 P2 AL AP, T2 AWe TARY ARHR
Fosld BEY BE AEYT

4) Amit Datta, Michael Carl Tschantz, Anupam Datta, "Automated Experiments on Ad
Privacy Settings: A Tale of Opacity, Choice, and Discrimination," Proceedings on
Privacy Enhancing Technologies Volume 2015: Issue 1 (April 18, 2015):
https://content.sciendo.com/configurable/contentpage/journals$002fpopets$002f2015$
002f1$002farticle-p92.xml
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PEW A7 4(PEW Research Center)= <lEjYl AF&-x}2] <l
Zo wet & Foo I E ATFAFHE LEIYPTD A9
A FPE AdEZAN w2 59 Adujto] Algxe] MY F

5 o] A #eHE Ao} ANEY =EHAYTL SR
. 9,

2l advo] AgAE AE BA® 2dv|Ho] A
z

u) o] Hlwa vt

A
=
Do

1> 9l a4n o] gAY AEHA ANE wF ulE

Two-thirds of black social media users
say that most or some of the posts they
see on social media are about race

% of social media userswho say that____ of the posts
they see on social nefworking sifes are about race or
race relations

mMost ®ESome Only a few Mane
Misocu. e 34 a1 14
media uzsrs

Writes 4 16

Mote: Whites and blacks includeonly non-Hispanics. All social media
users include adult social media users of allraces “Don't
know/Refused” responses are notshawn.

Source; Survey of U5, sdults conducted Feb, 25-May 3, 2016,
(J13a.

) 2 1 KA 3= i = P T - -
Social Media Conversations About Hace

PEVWY RESEARCH CENTER

5) Monica Anderson, "Social Media Conversations About Race," Pew Research Center
(August 15, 2016),

https://www.pewresearch.org/internet/2016/08/15/social-media-conversations-about-
race/
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20173 Afo]Ad2=XA|(Science)oll AAE =& “Semantics
derived automatically from language corpora contain human-like
biases“ell M2H W JAFAFo] aEH AAEES AHE3ota
g AFAES B0 A FHA 30 diEARl ‘0" & 9
Hdolrbe A dHT

A3d AgolA AT
[e=]

AFAEL E]7]9]  “o birdoktor” and
“0 birhemsire” & & Y7

of dgsle] FoJE WHEsIFL I
A3} “he is a doctor” and “she is a nurse.” &= ZA3 k& vt
Ut JAFA 5ol HA HolHE T3l i A, S AE A4
A A7 B2 AL gFcle ol& u"oE WY A3 AxE
= A=E% Aolth. 8 34 AAE W9 A0 ol vk oA
o] A& F AT ol AxEH F mAHAW|IS AYietes AHE
Tt = Ao otk MY A¥rt de] &&= 45 A3 o
N7t HAY AAEE o IUE HFEA Hi AR I W
glo] & AHEZE 288 & I

AZA 5o o] ThFe Popx HiH@A AN
oflE G WAL YUk ANBNA ABATL B

S

7) Aylin Caliskan, Joanna J. Bryson, Arvind Narayanan, "Semantics derived automatically
from language corpora contain human-like biases" Science Vol. 356, Issue 6334, pp.
183-186. (April 14, 2017), https://science.sciencemag.org/content/356,/6334/183,
Retrieved from Princeton University, “Biased bots: Artificial-intelligence systems echo
human prejudices”
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8) Jeffrey Dastin, "Amazon scraps secret Al recruiting tool that showed bias against
women," Reuters (October 10, 2018).
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GLOBAL HEADCOUNT
B Male H Female

Amazon
Facebook
Apple
Google

Microsoft

0 50 100%

EMPLOYEES IN TECHNICAL ROLES

Apple
Facebook

Google

Microsoft
0 50 100%

Note: Amazon does not disclose the gender breakdown of its technical workforce.
Source: Latest data available from the companies, since 2017.
By Han Huang | REUTERS GRAPHICS

ZA]: https://www.reuters.com/article/us-amazon-com-jobs-
automation-insight/amazon-scraps-secret-ai-recruiting-tool-t
hat-showed-bias-against-women-idUSKCN1MKO08G
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p AHF-E(U.S. Department of Commerce)2]

EF7)=d 7 4(National Institute of Standards and Technology,
NIST)= 2013l A 2018d7kA] QbRARI4 Z]&o] nlfH o= 4
Ik BT B ATae] wEe] wEw Fo Qucl 7]
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9) Patrick Grother, Mei Ngan, Kayee Hanaoka, "Ongoing Face Recognition Vendor Test
(FRVT) Part 2: Identification," NISTIR 8238 (November 2018),
https://doi.org/10.6028/NIST.IR.8238

10) Reuters Staff, "New Zealand passport robot tells applicant of Asian descent to open
eyes," Reuters (December 7, 2016).
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Ethnic Share of NZ Population (2018 v 2043)
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Source: Stots NZ, National Ethnic Population Projections 2018 base — 2043 xls
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A Bopl Aol AFALS R ARIANM TAL %
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A2 ABSL AE E2AYT. 2 9l
FeRAY o) FolE FRAAE © 1
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g 1v

DEFENSE EXHIBIT B

(Source: CBS4 Denver; Denver court documents)
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Wel 223} FBIE T2 v5 Aw e nel ddny £5e

11) W=A7|AE: https://denver.cbslocal.com/2016/09/15/former-financial-advisor-wrongly-
accused-of-bank-robbery-fights-to-win-life-back/
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www.qualcomm.com/products/artificial-intelligence

Qualcomm, https:

12)

13) https://www.deepmind.com/research/highlighted-research/alphago
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14) European Union Agency for Fundamental Rights, “BigData: Discrimination in
data-supported decision making,” FRA Focus, (2018) p. 4,
https://fra.europa.eu/en/publication/2018/bigdata-discrimination-data-supported-deci
sion-making

15) White House, Executive Office of the President, “Big data: seizing opportunities,
preserving values,” (Washington : 2014), p. 46.

16) European Union Agency for Fundamental Rights, “BigData: Discrimination in
data-supported decision making,” FRA Focus, (2018) p. 4,
https://fra.europa.eu/en/publication/2018/bigdata-discrimination-data-supported-deci
sion-making
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Input Hidden Output
layer layer layer

Z=*]: Gonzalo A. Bello, ExploreCSR workshop (April 23, 2022)
presentation material.
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ol IH-2 7 /e FHol F MY dY ks woli
Zt 7VEAE Feta HIEE 2R AR 29 Fe Ab=Es)
H4E =485k Aolth x FRAA= 7F5A 7 FAH + H
ol &= H3Fo] fsxith. oled wro] Fglo] wWol dAF
uo] goloj(ayens FASIEE e A48 s wHEFH<
A

Inputs Output
x1
y
X

The weighted inputs are
added together with a bias:
(xy Xwy)+ (x2xwz)+ b

Z*]: Gonzalo A. Bello, ExploreCSR workshop (April 23, 2022)
presentation material.
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Deep neural network
Tnput layer Multiple hidden layers Output layer
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Z=2]: https://www.ibm.com/cloud/learn/neural-networks
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https://www.ibm.com/cloud/learn/neural-networks

Artificial
Intelligence [k

Machine
Abstract &
G lize

Learning

Ge

Dee p «Specific form of

representational

Learni ng learning (type of ML)

=4]: FIC 543 A8

A% 48 gol W@ F4L B3 9 gl ol=yEA 4w
A7k A Brbsstt 9¥E AR FRe eYFA ARE

17) Larry Hardesty, “Explained: Neural networks,” MIT News, April 14, 2017,
https://news.mit.edu/2017/explained-neural-networks-deep-learning-0414.

18) FTC, Hearing #7 on Competition and Consumer Protection in the 2lst Century
(November 13, 2018), p. 24.
https://www.ftc.gov/system/files/documents/public_events/1418693/cpc-hearings-how
ard_11-13-18.pdf

19) European Union Agency for Fundamental Rights, “BigData: Discrimination in
data-supported decision making,” FRA Focus, (2018) p. 6,
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Massachusetts  Institute  of  Technology(MIT), @ New  York
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EU”| 23 % (European Union Agency for Fundamental.
Rights: FRA)2 o]& g Hlole F& TAd sl o8 BRIANE F

s A A BEse] AAY Aol dE volHE B
shel ABAFS AHATE AT B T ABFN A3t
bR E S Rtk 53, AFABel wEW BAAY wE
5 A7AA Aeish #AW Popd AFHoE FEHI Yt
Yol FEa AFA ol L MR AFHok i A
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Figure 1. Software Pre-Cert Pilot Program Development Roadmap

Z=X4: FDA, Developing the Software Precertification Program:
Summary of Learnings and Ongoing Activities, September 2020, p.2.
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n)= AW A3 (Federal Trade Commission, ©]3&}
“FTIC” )& vl= <dag|Eda gt 54394 7[He =, vl A
WAE 2ol A AFA T2 THS Y-S HsiA BA T Yot
2020d 449, FTCY AW|AH ST =% Andrew Smith= <& A%
2 Ay Eel Fgo] #3Fel(Using Artificial Intelligence and
Algorithms)gt= 2292 B3l 7IgE°] A%9A AFAT E &g
& " 48 B HEE #YTE F A=A s AT
Smith =79 &2 1%< FICZF 9F34d ° 5
HE 7o R AAEJOER V[P HdEHo=w 8T F 9

E 8% WgoR TAH Ytk

29) Andrew Smith, “Using Artificial Intelligence and Algorithms,” (2020. 4. 8.),
https://www.ftc.gov/business-guidance/blog/2020/04/using-artificial-intelligence-and-
algorithms
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Smith =% o) Xﬂ/\]d 7lolE= F b7 BokE o]FojA ¢l
oz % T . 9]

9

24 WA AUAH BET 4 A= zv_ﬂam w2 omoﬂ
A AASE 57 R 157 #A 71ie] A 2,

MEst= ZleAAAZMA FEA AHEE ¢ s

O 2AAe X33t =729 g8 YAN &5t aH[AEE 7|
2HSEA| REOFOF SRCF.
(Don’t deceive consumers about how you use automated
tools.)

O 2det S25 FdY Mo FHSHA Xa|sioF otrt,
(Be transparent when collecting sensitive data.)

O M3xtz2H FS5o L0 7|20l Xs=tEl SJAEEE
L2l 8% 2lAks &H[RA =2t ZX]" SX|E HS
oteE 2+ + UCL
(If you make automated decisions based on information
from a third-party vendor, you may be required to
provide the consumer with an “adverse action” notice.)

Smith =7o] 7F A5 A5 A2 FHABe transparent)
ojltt. 7ol AE3t =79 &E&

5] 24 ?z_‘;o].o]: 39 Azt we Ao 9l
2k oA FFEHH o] &AtA = uA] Feth SHARE oA
HIZLE 7|98t 392 Ba Qo
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o AEF e WA Ansy A E94S Fus
L Aotk HolH7t AMFE LaelFel AMHT £HAE 9%
AES AT F Utk AW 4ol G FHsh B NH
AE WUE AT o) YueE Tl gt A5 FIC
o 2AE WL F UeS LY At

@ 2T0HOF SHCE (Explain your decision to the consumer.)

O €12[F 2AMZEo 7|Hoto] ~H|XHOA ZHX U= 7217t
ol M&as HEY % 1 OlxS AtM|otAH 2 Fl{OF oLt
(If you deny consumers something of value based on
algorithmic decision-making, explain why.)

O Y12FS B0 AH[KOH 2|lA3 HHE Lofstaxt
S Z2, ST Mol Y 0|7 T QOIS majAt
SS9 3255 BAHO} Bt

(If you use algorithms to assign risk scores to consumers,
also disclose the key factors that affected the score, rank
ordered for importance.)

8

O Ats=t =70 7|2oto] A2 =ds BHESIAAL of
, HEA] B[RO A €2{0F SHCF.
(If you might change the terms of a deal based on

automated tools, make sure to tell consumers.)

rir

g 4P AFSE golth WA, GuelEY AHL Tl 2
Aol 83 ARstE A 1 olfE AMEA EHsiok Bk o
32 343 #AE AL AEARE /NoE suze g
TE WolSolA ¥ AE Fu Tae Zoln
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© Z2ZX0HO0F 3L (Ensure that your decisions are fair.)

O F Aso it XHEO| A0 M= ¢t =Lk
(Don't discriminate based on protected classes.)

O YHE|= AE(inputs)®TH OtL|2t Z1t=(outcomes)Ofl = F
ofsfiof ik,

(Focus on inputs, but also on outcomes.)

O 2H|XGo| 2ok oAAEE WE Al AA8E FEE FEY
= Us 7|22t 2 dotES AH|XOA MSsHOoF STt
(Give consumers access and an opportunity to correct
information used to make decisions about them.)
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O 3|AI°| HIOIEQ P2 PP X(robust]0| HEXMOZ
ZiZ0HOF ML (Ensure that your data and models are
robust and empirically sound.)

O && 18 EHd, FH FHEXE 7H°|*_-54:L Z2 0|2
AR 7‘|EH301| CHot AH|X} E—Eoﬂ 5to] 4-= el
Xt EFQI/ERALO AH|A 2 FHE HIdte 2%, i
At MEEHIISHH(FCRA)S BHEA| &80 St= AH]
Xt 07| 2 (consumer reporting agency)Ofl SHEE|0{OF &

+ Ut
(If you provide data about consumers to others to make
decisions about consumer access to credit, employment,
insurance, housing, government benefits, check-cashing
or similar transactions, you may be a consumer
reporting agency that must comply with the FCRA,
including ensuring that the data is accurate and up to
date.)

Ats2tel S[AFAFO| ALESHAAL D|Are] AH|AF ZHE FHE
£ EtQI/EtAL0| MSots d2, e 2lAts 28X 27|
20| oL Hate 2tE ROl Fads =Ql5ior g o5
7Hd =+ UL

(If you provide data about your customers to others for
use in automated decision-making, you may have
obligations to ensure that the data is accurate, even if
you are not a consumer reporting agency.)

=

glAre] Al REHO| ol Hiof M2t ZdWET =HA
- Al

X
AHESR UEE SIA ST Al BHO| SuMS
stolsl . AkoIsHof Sk,

In |0

(Make sure that your Al models are validated and
revalidated to ensure that they work as intended, and do
not illegally discriminate.)
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(Hold yourself accountable for compliance, ethics, fairness,
and nondiscrimination.)

O YM2FES ALBSIIIO| YN HES BHof BT,

(Ask questions before you use the algorithm.)

- 3|Ate| H|O|E(data set)= CHEES =712
(How representative is your data set?)

- 2[AS| GHIO|H RE2 HAHQTR?

(Does your data model account for biases?)

- SH[O[EHof Z[get 2[ALS| OfS0] EofLt Fe=totot?

(How accurate are your predictions based on big data?)

- At HlG|OJE ojEC =z QY e B2 SFE M7t
OF7|=|X| =712

(Does your reliance on big data raise ethical or fairness
concerns?)
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O D[Q7t AHELZ5H 3|Ate] Z1E|55 E=9l0F ThLf.

(Protect your algorithm from unauthorized use.)

O 3Atel ME M(accountability) HAHLISS 12{si0f $tCt.
(Consider your accountability mechanism.)
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BILL START

Assembly Bill No. 1215

CHAPTER 579

An act to add and repeal Section 832.19 of the Penal Code, relating

to law enforcement.

[ Approved by Governor October 08, 2019. Filed with Secretary of

State October 08, 2019. ]

LEGISLATIVE COUNSEL'S DIGEST
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AB 1215, Ting. Law enforcement: facial recognition and other
biometric surveillance.

Existing law states the intent of the Legislature to establish policies
and procedures to address issues related to the downloading and
storage of data recorded by a body—worn camera worn by a peace
officer, and requires that those policies and procedures be based on
best practices. Existing law requires law enforcement agencies,
departments, or entities to consider certain best practices regarding
the downloading and storage of body—worn camera data when
establishing policies and procedures for the implementation and
operation of a body—worn camera system, as specified.

This bill would prohibit a law enforcement agency or law
enforcement officer from installing, activating, or using any biometric
surveillance system in connection with an officer camera or data
collected by an officer camera. The bill would authorize a person to
bring an action for equitable or declaratory relief against a law
enforcement agency or officer who violates that prohibition.

The bill would repeal these provisions on January 1, 2023.

DIGEST KEY

Vote: majority  Appropriation: no  Fiscal Committee: no  Local

Program: no
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BILL TEXT
THE PEOPLE OF THE STATE OF CALIFORNIA DO ENACT AS

FOLLOWS:

SECTION 1.

The Legislature finds and declares all of the following:

(a) Californians value privacy as an essential element of their
individual freedom, and are guaranteed a right to privacy in Section
1 of Article T of the California Constitution.

(b) Facial recognition and other biometric surveillance technology
pose unique and significant threats to the «civil rights and civil
liberties of residents and visitors.

(c) The use of facial recognition and other biometric surveillance is
the functional equivalent of requiring every person to show a
personal photo identification card at all times in violation of
recognized constitutional rights. This technology also allows people
to be tracked without consent. It would also generate massive
databases about law—abiding Californians, and may chill the exercise

of free speech in public places.
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(d) Facial recognition and other biometric surveillance technology
has been repeatedly demonstrated to misidentify women, young
people, and people of color and to create an elevated risk of harmful
“false positive” identifications.

(e) Facial and other biometric surveillance would corrupt the core
purpose of officer—worn body—worn cameras by transforming those
devices from transparency and accountability tools into roving
surveillance systems.

(f) The use of facial recognition and other biometric surveillance
would disproportionately impact the civil rights and civil liberties of
persons who live in highly policed communities. Its use would also
diminish effective policing and public safety by discouraging people
in these communities, including victims of crime, undocumented
persons, people with unpaid fines and fees, and those with prior
criminal history from seeking police assistance or from assisting the

police.

SEC. 2.
Section 832.19 i1s added to the Penal Code, immediately following
Section 832.18, to read:

832.19.
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(a) For the purposes of this section, the following terms have the
following meanings:

(1) “Biometric data’” means a physiological, biological, or behavioral
characteristic that can be used, singly or in combination with each
other or with other information, to establish individual identity.

(2) “Biometric surveillance system” means any computer software or
application that performs facial recognition or other biometric
surveillance.

(3) “Facial recognition or other biometric surveillance” means either
of the following, alone or in combination:

(A) An automated or semiautomated process that captures or
analyzes biometric data of an individual to identify or assist in
identifying an individual.

(B) An automated or semiautomated process that generates, or
assists 1n generating, surveillance information about an individual
based on biometric data.

(4) “Facial recognition or other biometric surveillance” does not
include the use of an automated or semiautomated process for the
purpose of redacting a recording for release or disclosure outside
the law enforcement agency to protect the privacy of a subject

depicted in the recording, if the process does not generate or result
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in the retention of any biometric data or surveillance information.
(5) “Law enforcement agency’ means any police department,
sheriff’s department, district attorney, county probation department,
transit agency police department, school district police department,
highway patrol, the police department of any campus of the
University of California, the California State University, or a
community college, the Department of the California Highway Patrol,
and the Department of Justice.

(6) “Law enforcement officer” means an officer, deputy, employee,
or agent of a law enforcement agency.

(7) “Officer camera” means a body—worn camera or similar device
that records or transmits images or sound and is attached to the
body or clothing of, or carried by, a law enforcement officer.

(8) “Surveillance information” means either of the following, alone or
in combination:

(A) Any information about a known or unknown individual, including,
but not limited to, a person’s name, date of birth, gender, or
criminal background.

(B) Any information derived from biometric data, including, but not
limited to, assessments about an individual's sentiment, state of

mind, or level of dangerousness.
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(9) “Use” means either of the following, alone or in combination:
(A) The direct use of a biometric surveillance system by a law
enforcement officer or law enforcement agency.

(B) A request or agreement by a law enforcement officer or law
enforcement agency that another law enforcement agency or other
third party use a biometric surveillance system on behalf of the
requesting officer or agency.

(b) A law enforcement agency or law enforcement officer shall not
install, activate, or wuse any biometric surveillance system in
connection with an officer camera or data collected by an officer
camera.

(c) In addition to any other sanctions, penalties, or remedies
provided by law, a person may bring an action for equitable or
declaratory relief in a court of competent jurisdiction against a law
enforcement agency or law enforcement officer that violates this
section.

(d) This section does not preclude a law enforcement agency or law
enforcement officer from using a mobile fingerprint scanning device
during a lawful detention to identify a person who does not have
proof of identification if this use is lawful and does not generate or

result in the retention of any biometric data or surveillance
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information.
(e) This section shall remain in effect only until January 1, 2023,

and as of that date is repealed.
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