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Abeld 374 92 7GR E A sty Ao HS Ed Y
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Comparative Survey
of the two UN-based processes on responsible behaviour in cyberspace

/"

UN Group of UN Open-Ended
Governmental Experts i Working Group
(2019-2021) EEEEEEEEE (2019-2021)
EEEEEEEEEEN
EEEEEEEEEEEEN
EEEEEEEEEENEEN 1
25 selected EEEEEEEEEEEEEEE All interested UN
Member States EEmE" —r—r= Member States
EEE Membership HEEN
EEER. s<AENR
ENEEEEEEEEEER
P, AEEEEEEEEEEEN e,
% EEEEEEEEEEE / %
Chair ( : Tl 11l L L ! Chair
N\ / EEEEE L. J/
M _,_/ O i
Consultations
& with Regional Organisations (AU, EU, DAS, Intersessional meetings with interasted
OSCE. ARF, ASEAN Regional Forum), stakeholders {business, NGOs, and academial
2 with all Member States
i To address
= =)  « Norms, rules, and principles o Q [Z=1 « {Further develop or change)
o g = Confidence-building measures - ;FT' Norms, rules and principles
O (CBMs) and capacity building E]r“—\l-—[ listed in A/RES/73/27 [par. 1)
* How international law 3 : * Confidence building measures
applies to cyberspace (CBMs) and capacity building
= How international law applies
to cyberspace
= Existing and potential threats
= Establishing regular
institutional open-ended
dialogue within the UN
= Relevant international
concepts for securing
global IT systems
UNGA A/RES/T73/266 UMGA AJRESIT3/27
<21 1> UN GEE$} OEWG =3 T4 9 F3Eof

20219 10€ "= FS49 GGES 2{AloF T419 OEWGZE A=3%
Hux  Agke] T ZgdH ‘FF  Ao|HAE oYM E H(Joint
Cybersecurity Initiative) 7} UNol| A=H AT+ A2 v-¢ 2 v & 7}
At o= GCESt OEWG goJA7F A2 HA AT Aol &
ol e A ZAE siAsty] AT FEAdEe] F FAAY At
T He A AA A FF TS o Aol SE ) AHEE =4
B4 =971 SAHZ] A3 KoM My E Thsdel F Aew

0. gto T Atometne] FAFHE AT 7o A
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2. ZA A7 BAAFE(ITU)

= A 7] 54 A (International  Telecommunication Union, ITU)<
AT, A4 AR, JVlexE T AN A9 7]% 7H =
delz olge AT FAFEHY S, dY=w 3 Uw Ry F g
s A7 AR HAS fd A I AAT(UN)S A '3]'9] CRER
A BE A&7l 1865 AHE A - Al A (International
Telegraph Union)<= A4S 2 148'd AL 71zl AA A 718 2=
A 717 F stuelth ITU BH = & 292 Avdte] glen, 34
= 19370 =, 75001 7} b -AT--SHA RIZEE| o] Zhlstal dd.

o

HZl=le|(PP)

ipotentiary conference

M2 2| B ol (WCIT)
World Confarence on
international Telecommumnications
OlAHE (4801 A=)
ITU-R ITU-T ITU-D
M H HIpE LN 9| (WRC/RRC)
il AT B BSHEE] (WTSA) MAE 1B LR SIS (WTDC)
bl World Telecommunication World Telecommunication
Standardizations Development
SIS A (RA) Assembly Conference
Radlocommunication Assembly
HIEMFEHFINE (RRB)
Radio Regulation board
2% (TSAG) b X (TDAG) A
Advisary Group Study Groups Advisory Group Study Groups
A= (RAG) T (RAG)
Advisory Group Advisory Group
HuELIF{BR) HI|SLUBEERF(TSB) I SLIRUR(BDT)

<1¥ 2> A7 SALL(ITU) =3
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TA A7 5 AAZ(ITU)S G HAS] A3 2] (World Summit on the
Information ~ Society, WSIS)I)e} A3 S(ITU  Plenipotentiary
Conference, IPC)12E B3l AlO|HUE o|lES =93t ot 2003
3 Aekl A A BAS A A G LE] J(WSIS)E Awo= NHE olF
AbolH QR ol HHAH SFs FX8r] AAFgoeH, A &F W
AE Aol Fem Fdsta Y. 53], AEAS|AA A3 9
(WSIS)ell A Ar7< TR AEAbE He] AF 5= Asixe A
B o e ARHQ zH —OrJEL(Framework) 3) 7437 7182 a
Aolgta A A s, e o8] JAAZE s 22/ Alo|H R
3to]l HeAe Azt FAEY S —f—:f"f"} At

3. FA|ALO] ¥ At H T4 2 ZHH H 7] FH(IMPACT)

TA AE(UN)2 08\ Aol Mt ZAEY Z3tE 97 #3774
T A Aol W F B T2 & 7] 7 (International - Multilateral — Partnership
Against Cyber Threats, IMPACT)& A®3tal, Alo|HESE #H 7<=
A7 A AE so Jd¥€e FHsr v FAAoIH PR GATE
HH7|T(IMPACT)= =7} 3 &3 -/ d87kA] H9E gois) =2
Aol ARl Atelw el gk et 2Ae FXsaL fle

o, =AAE U= dingrt SAA|H IR OAE H YA

(IMPACT)9} Atold] d3 #AE D3 et oF e 77 Aol
HEQE A AHl2~E AFws 5 FAAS A 43T dFHS 2

8l 3 ATh

T A AT H R TR B 7] :rL(IMPACT)% e o] Alof  Abo]r Ao}
(Cyberjaya)oll EARE Fal 47)9] FH-5FAF AAsty 9t .

11) ARABAAAALE J(WSIS)= UN 3 YTEo] AREA #HE AEL 9i=sl= 3)9
12) ITU 4319 4xeke} AHRE 11U A3 oRpaselz gloh 2, 29 9 A3 5o A4 9% 53
13) AHKol Tyt &7lH R ¥ AZRE ARE HIsls 7|&doln A Hol g
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<E 3> FAAIHARTAZNEH ST FREAE 4T

F79A e
=229 f-§ AH HAMA cheFst AlolH 9y #dA dHolH &

(Global Response Centre) T 2 B = g5 43

Mok wA W AT Al A% ARel o o NG FTe
(Centre for Security Assurance & Research) | @ 4& =&

43 9 @A 245 ARk arbg o Abolul | gl
(Centre for Policy & International Cooperation) | t-5-&F 4~ A== A A2 WekAd S A A

FH D AT Apelmeli Qe kA B v)% AT
(Centre for Training & Skills Development) | <=3}

(ITU)¥ 11358 183 o9 s
g g E A% TS Az"He TSt AT & V1o FE2
08 FAAZFAAF(ITU)o] 22 Ao| MR gAE £HE T

H 7] 7-(IMPACT) 4Fstol] FH A HH
of & 71 b 3ZA(MOU) A Zo] o] FAH

AZSEA AL o] % 11

A HERAAE ZFaE oy, uI-gAol 5o 483 ZrtE0
FodskA] Fob AlelHARE 93 IAFEY JFEAY 948 AA
s

4. M| Aol ¥ 23 o] 2% 3)(GCGS)

A Al ALl ¥ 223 o] 22 %3] (Global Conference on Cyberspace, GCGS)&
A-AHE A e, AR, Alo]HKEQE W WHE F AlojH #™H o]47
= XA oE =95ty A% A= AR F A =AY
, U Ry ZFHse 19F SAEHEoEZ 20119 ddelA 13
o2 AHsPTE olF 2012d il EodzE, 20139 A E,
2015 w2 =tE, 2017'd JA=ClA 52k 3 e7F A A BF ATk AlAIA
O|H 23 0] 2% 3] (GCCS)= BAlote} T TAHCE st ‘HEHQL
= A% AF T (Code of Conduct for Information Society)= UN

> ol oM
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MAske] 7120 =old AtolwH|elst WHe] ZAIAE)} BEO 1)
A7) AP FATFAALAZ) S APl BASHET, 20159 3
o)1 43+ 3elst 20179 wdel 53 ol= R Sle] s Aab
8], 3t 5 OFd olsl AL Belste] AL wast= 3o A 7}
931tk SRR, FAAIUN) 9 =elsl FgAdo] Holxks
A A 1 tite] HAAoZ E3 Ao A o] ~2F 3] (GCGS)= EA
271 &3 MHE Wt 7 UeA ¥ T AolHzd ol aF
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A2 A A Aol @Y

A7 2] @Y Qo= 4 AH9HE T|FEse T A AR
£ 9% FAPY A oL ATk AAAY

EU)#  sdol=7td (Association of Southeast Asian Nations,
ASEAN) 5 A9 Hglol AAES FFsle AY dF7I+<F 54
F A FRE AT ol 4 5 AW TS FAEWAL 2
th A FZ22F7] 7+ (North Atlantic Treaty Organization, NATO), -3
Fgobalel, Hotulelzl 5 5770 F7bk AAUHC] At fPARAH
7]7-(Organization for Securlty and Cooperation in Europe, OSCE),

(European Union,
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T g Aol T 9ol B AR AR T thHAA F Y=
HetE 7] 9% Zsto]l d & 7] 7-(SCO), A=vl|Alof-Elf =g o] Alo}-F
g3 5 FEobAor Ao T4 A YT opAA R 2R
(ASEAN Regional Forum, ARF) & FTAOE X9 2o AlolH

ool FwalA o] FojA| i Tk
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E A &FZ27] 7 (NATO)
FHA Y EUA SR F(NATO)S AlolHE F2 AlolH

27
| oj@ golol FHE FE WA ol AzY Tl YEHL 9
& A
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o, F9¥= % dEUZ7IY FHRE, 7]€7H‘% AbolHEE T
Aoz F8ka Tk AbolH o W

7T A5 AolHAR o4
#H(Cyber Coalition Exercise) ¥ Z2 2 A=
gt A= I TEs A" e RS AT

HEUA FEF71FH(NATO) AbolH o] Aol 2008 Hz2= 1
Holow, o] A&LHHom AHA 9l H3PAF FAH-Hasty AF T
FAAG A AA & AAH HAH HaHdS ZFA HA AbolH
o] A 7 T893 FXEE NATOZE &9 ¢ AEA=HS B
S3lE= Ao, o)ef TA|d YA o HHAAHE HIEE NATO
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=%, FAATUN) 2 H

l

©

:l
hin
m l:l:l Mo S ofN 2
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2lsto] 4] Atol¥ IFEYHA(NATO Industry Cyber Partnership)
Bl Al Y oL Ynud 28 AR ol Aol A
9 93 2o Od FRE FHAE 5 UL R Aoy 57
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NATO= 3= 3t ARwF Ase} Aoy tedd A3tE



EX 2 Aol H g Al Bl (Cooperative  Cyber Defence, Centre of

Excellence, CCDCOE)E FTAHO= Alo|HE #HH =97} Xgx
]E} 20073 ol=EYol tigo s 3k Aot AtolH FAo] LA
T NATO= Atold th&¢ FoAdS d4staL, 2008d o =&EyYo}
FEl 2R Alo] W9 P HAE(CCDCOE)E ATt ArolH
I|E{(CCDCOE)= NATO$9| Ape]H ¢l #d A3 7T 2 7<=
et glow HAHY H ws-Fd TY Ad4Tgs HISt
201339 = Abol HACM HEH= =AM F2 2Hn
1323 v A=d ol= AlolH FXtollA e =AY 28 <t
o zx Zh=o] AlolHtH A A3} Mk s 7]—71‘—7]' g F
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-4 ot
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e
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o @ I

Hm%r-{nrlrﬁmlo;ir&jgﬁd
o

2019.129 NATO 2970 3= Aol B AR+ F79Y
Hed dags Xy T dAe A3
APt 714 5HH ol FFAGBG)S HIFET Ale|HBE B Hg
Aol dsiXE ATt ole NATOS A% = 7kell A AT o]
TEA HESNI FF do] F= BAAH AAQ] skole HEq

OE $AE FAHEHL NATO 99T ol At dn 93g PAD
'S8 ZOHNATO Zefyol tad of (o= AdTolE F4& We
A% g AA AZT UF FHoR AFIL)E ALT AL

7 v o). f-Euets= CCDCOES] Alolw 343 o] 7],

Arol MR M 9 A FS FA5h7] f8 54Y FE5te] 20224

59 JENATO =7t=2+ F43tAl A3 d=o] H3lom15), CCDCOE 3

A=E59 Aol ¥4 9 ¥ A= 9 AAAF T 2 Ao
A

H gl sshssha

d

14) A2, NATO 3549 59 &= BAL.AE & Jod9] A&, 2019.12.5.
15) Qg7 FAL, @ NATO AloluislAle] 4319 74914 A2, 202259,
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2. AFELEHH7]T(OSCE)

H R Y = 7] 7 (Organization for Security and Co-operation in
Europe OSCE)= 3= ko] A9 RPHS s 2t Fotrle
7t TGt & 5770 =717F 7R ES A= AANA T AR
=2 Hr 7} aﬂﬂgﬂ17]?.o]1;]_ 19753 8 A7) AAF 9 A 23

FHRFAI gy AMHFG oW, 1995 1€ AFH & oo
2 WAHAT. OSCES FHi ogAib2d 7|#2 3dx B3P =E
T8 ARt Tk JAAA S &l DA MAEHT FAEJ YA
AL vid 2 A AR JMHEHE Adg I FolA o] Fofxith

OSCEE= 3= Xt AlolHd a4 AA B AR AF AAE
X187 A7k AfolHQER FEofolAel AlE F=5  XX|(CBMs
Confidence Building Measures)16)°] $3-& Fi 1 oH
g ZFGWS FEFS FAFH] WS =E57] Y3 HFH o=
=¥t Atk =9 HA Qe AtolH CBMs W& XHeF3] BHH, AAL
OJHtR TS #H BH IV AAUFE

YUt 19943 5 E OSCEe g -sxtAt= o2 Froste], OSCE-
= 3] 9], OSCE-olA ol E - 0k A= 39 & T3l FHe G¢EFE
U:‘—?-: Tl AlelH R Ao tigk OSCE 3] Y =9 oldl& ﬂh_
St 59 OECE®te 8 #AAE FAIstaL ot

3. A+shol ¥ 7] 7(SCO)

16) Aol g7 A& Tbed TAH AE FE 2
S 2t B9 2234 2342 o
2Re st =

ACBMs)E AFH o= 2le g A7t 3
3 91E uA e HAsE £ QEE I
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20013 7ol AHE AGFH A skl & 7] 7+ (Shanghai
Cooperation Organization, SCO)= T =, 2|Alo} & 57H=9 A 4K
HdE S Qs A" FAZITEA 20228 A 9 FJLF(FAH =
& F 20 dda)nez ARG dA A" 842 Z4 =7 139
T84 84 T 94U HAHH IH F4E AFdeldey, A3 H ol
AFEHAA TAQE AR 5 oy W

I

A AddEE s Fste 7
TE OWASEHAT. 200090 SHHRE AEHO R Ao]MtRE T
A9y S Fxf e = sCO= e dRYPY 77 JAo= 3
A= ro] AA|, AA B AT FE(AIMQEE 29 & TRk ol
of et FeEol FHE T Atk 53] AkelH FH2 20069 FH 7
FEE B ARZVFAF(EARRER]} AEV S, A9 dHHE=H st
w7k 1F)= &8 SCO Adsd defwa Aol #d FAA |
AlgE Aol g3k o] gell ek sHAIES FEal flow, sld=
ke WIAZIHRL AbolW FaEd, diEE B ¥ teTdE Ads
a9l AAR SCO= vl=e FEE FdE NATOC di-s3tr] <
g FEFA A TAFHAZ = Y

SCO: Atolm] gztol =77k w@slck @ wigeln, 71Ee #7}
- 4 AHe EFHAM BB JEe 0f
& WAL PREFA J1EL 08T HHYS, BT @ Y3
= A :

A%} 3t WA E 9E FAPAL A2 Uk SCOE

Aoyt = = 28 /N =7tEo] A W U ES
g ZASAY BAT F e IUFA 4F51E Axde 99
Aol Y dAZE & HAAF Q17| wiiLol| AtolHtR O =AW
FAGARAA HAFe FES T At 20219 11¥€ SCO 3 9ol A
3= ghe] A& ARPY, AR g 7Y, 25F7EH <
A F e T3l kst AR AAE Y] f8 =8 A
S ANABERA FE A AlolwetR BA A SCO7F AR Y 3o

17) Al g T S9% % 2HZA0)P)
(9819 9N) F, elAlel, FAELE, FRA7|2E, 727120, BRI, QR 3]s, ol e
(fAM 34 opirh ekt £, W
(W3} a4 9743) et El), okvlol, Zarlol, Wi, oY, sk, Apgriofetulol, ol entol
@A L AP FEaUsE, 57 37 Agst Bdotall #7b 9%, UN

_30_



B FHA A2 AP sl oW A2 e FAUAS
TE8x) AAZ West AT

4. FEot=719H(ASEAN)

5 2ol m 7FAF(ASEAN)2 1960 FHF F Ao R gitsle WE
FAT A=Al FAEFe] Bitel] g FEtiee s A=A
of-Bj - Lo Aol A - AVt E S 5720 FAF Y AYI|F
olt}. 2022\d 7|& Y= (NE Fulx TIHS 25702 FUhglon,
ANEES} AEYAel: = W FY BAE AR YE
dhedol, ZgETolel Btere HAFHOE Foo] $EHI VIR E
T doem HEES 19909 W "= Fulstal g Aolel: FH s

MEE BT 27 gt #EE @Y BAS GASL A ool
23 ASEAN 27159 to@A s AlolW Ftol= FASA U

Aol HQtE = F =19 AdY diFd oz QI3 &7 o]F ASEAN
A A== A+ F shrt HA=d ASEANS 3= %
Helo] Aoz Alo|HRE HAdH3= H T8 98 st ATt
ASEAN 3= Atol¥ F7te] QR E FAsta /I RE HE3}
= A A3 AAE FEAIE JHI EREFY] MEESE BF
st7] 918 AtolwtE A gl HES TS T AFIHAER NS
A FAHL AFE F7 Folth1® ASEANS Atojd FHe A
ASEAN AHA|o] HH (AN FE, AEHFA FH3 9, ofAbAIHetE =

A

=

#), AASEAN-A7}ZZ Apo
o2 FES 4 Utk

AR, ASEAN H&3|F2 Aol &3h& oA FAAdEe 713
2 QAXsHA Fd=5e ArolwtR FAy AF i, SAHEHA
Al T4 sol EFE AolHtE Y AJdE= AE m glen,

o

18) Khotimah Estiyovionita, TASEANs role in cybersecurity maintenance and security strategy through
an international security approachy, 2022
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ASEAM AR FAIA#AS| oo 4= CERT A 2 9, APAHRIF
o), Atolmetr e AT 2 Fx B Fo] =9k ASEANY
A, kR BACl g Felsk okl BFPA A A

Aoz F 3ol opAlet

AE & AA oAt I 0714%@ = o

= 167/=3 A7 F(FHEHAY) & T 277=E FAEHY Aok o}
AR G E X H(ARF)S AO|H IR ol s ZEHOE TFEE I
Al A gARE HojAlR AlolHEE FTHYEY EoF T U=
=otal Utk oRMIIA IR EH(ARF)S AlolW ¥ZF H HIE
of thet t-g, Aol FXt AE F5Z2(CBMs) &% #HAZ Alw|v

Hage Fol AIHAE =98 HFH o= AYsia

A2 9wl IHI 9lem AbolMEite] HEH= =AY T
T Aol E3F A P2 (CBMs)oll thall A= = 3¢ o]
A A2 Plm 5 M= S Ao Kb %/«331 A= NHS
gol AdH= FAIHES L AT ARFIIAM =25 Sl= CBMs2
He& B, a=7l 8- ?P%ﬂ e AEIA A‘—M 71 HEA]
2 9F J3kE A 98 ZHdea AA Ao A s ARaLel digt
AAALL B AREF Ax7h APHAE = 51 Abo|HRs] e
A A2 AA T old W= vhES o

=4, 20183 AHHE ASEAN-AZIZE Alo|p|etr HAEAEE=
ASEANS| AlolH A= 2 O8-& T3l Ao MR A +:H 3} = Uy
T2 AAS s 2 A4 d3 T3 o

AR FHVLL

Fol
ol
oo

i)
ol
S
H
>
5
R
T,
3
)
of

AA, ASEANS 39 Zre] W®al ofujet w8 UTTbsl FA 7]
TolE WA W 4741% FAFAA 1T, DA}, FHAWEU),
YE 393 FFHA AP L WY AY THL FHstn Aok

HEhe Apoluiokn B AtolwME thge] W 1A PP FA
S glom, YR ASEAN-UE Afolwetn FHAEE U
Sta FIAE Aolw B £ AH 2 FRFHE WA Aok
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2 Folo| A= 20061 ASEAN 107]=0.2 oA Q=473 9
(ASEAN Defence Ministers’” Meeting)”} =% 33 1L, 2010'd 87l =19 9]
Z7} Fodsts ol ¢ u) 1A 73] o] (ADMM- Plus)7} MAH A 5
Zypn e o}x{]OPﬁq}%HP%»‘r:@]/](ADMM Plus)oll A8ty Zt= &
H=3 FFY AEAFES FHS] A% € HaAs %’*%3}3’_

N

AC)

‘

Ay Faksh AL 98] sl U2 obd nh itk 53 2017
AnE Aoln BaEolE Adsted 0224 79 87 Al AWK
= o] FeE Fa) Aol A R A TH, FAWH ol =2,
A2 AolMeld TEWS AR uld, AolwEA A4 5 HYZ 7
o] Apolmioli Zatsl A T 22<¢ o9 TAN FHAS =
BE !

A3E FA 2 B 71EF Aol

-

P

AN AN A8 DGR 2F AAT A 2} T A A
%91 Aolw e, WzE Ao Afolw B A o] oA Ytk E
1 ZA3e W ZHA~ 52 Ed AW 9 A s)E 5 AbolH|
w A Fobo] U@ gakd =o% o|RojAw Utk AW 27} 3
A el wde Aojwin FARLel o A

A 7 3 2 AHE FEYG BA AL FYAAE nhEdns
M FaF oJuE etk P4 T BHES T kR Avke] B
A olHEL =ostE shed AolMRE FF AR WA o
FolAlis Agoln. felvhet oA ¥-o

Soahe 2903 45 AYE FA GWE D Ad2A o
AT =olshe AAONA AolHetn g4 FY A FAHD Yok

WA ) AuE Ave, nEe WA feueE vese JB,
2%, Zgs, B9, Sagol, JxEUol, of2AEY, Atk 5 oA

19) 12U D)5 A oh- 9l e ¥ 5 G 5

ol
2
o
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ob- 5, ook elsk 1R A Aol HelE AL Fi
HEUV)H o= 7IAF(ASEAN) 5 AY <tE7|Toe] FH s F
A3}t BujMY=F7]F(NATO), 3R EH 7] F(OSCE), oMl
A HHFHEZHARF) 5 AY AR F9 kR €8S 53
213 Al =2 Fst Jvh20) F=I= 20099 ol F H-F A
FARIE @y n9F TEUSE AdE o F39 n)

% X AbolH ZAF2 A3 MY Folth.

~

dE2 A 7HE 2 F8=Rd vl=s vRsY 9w, TR, 54
HAlol dl2EYol, f-Agteluy, oliaTd, B, )%, &= 5
otAlob 117) =7kek A Abold tigtE AAlska, FHAMED), 54
oA o} 7FARHASEAN) & A Q7| FotE Aol HY S E HAISHAL
At 53] m=e] ols@#AIE FitE ofAloh AEE AHel| wet
G o] @Hol I ok wRY AF3tHa gl= 9y
o] AbolH bR 94l S AT Feolsta AHY A a9
g}, Atold tig}, Aol gA A IE = A& FTol At

F=e w2 A Aol BN AU metolmA AT xR
o A%, AT BHE B AHFEE FH FEojgs TEe 74X
Flsha A BEAEAR T MEAD s )9 Aol
o} ¥H(CERT %t 745%% 371 b Cyber Cell A9 & &
2), Aol et @17 taa( AYB A Aol mHt A T)3)
AZ) 5 AR Apolm @ % TA ST ATk

N

¢

THd HAoks Alol FREE o] &T 5 oldd AV da= <l
=7 AA AFAAE A oF dvh= vl AH S ZolstA Al
HoHy s S8l 2015 54E T3 AlelHtE Hebs AlEsS
o ol T3 HA O} AbelH FItellM FE kel TZAE A st
I ¥ #HE S T UlES sty ARE IR TE oF

20) U.S. Department of State, “Office of the Coordinator for Cyber Issues,”
<https://www.state.gov/bureaus—-offices/bureaus—and-offices—reporting—directly-to-the-secretary/office
-of-the-coordinator-for-cyber-issues/> (accessed september 20, 2019).
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A4 (East West Institute)9} 2] A|ole] B4}
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V. F8= Aol IAdEH = A3 dSAHF

AA 2= gk Aol del tisskr] s Aol o] 7=
AFE A3sts A tEo] AW AR UM S ntdstal A9
g5 A3ete 59 ATFH vwidEd FHE 7lEola Aok AlAY F
LI7bES BYEEL 1EsE = AbolH FA tiHlsy] ffs) Ake]
HAE Fdol 2A axzxoz digsta FHAA 77 dE A=
H= dPde 7H F AES FZAAR AIHARE AAHs=
Aol Z71E Aol 91 tISAI2'S AA FRSA A H 2 5hetr]
sl Fr1A oo efdk AbolH et HEEs FHskal Slth

A1 A Fao= 3

1. "=

M2 A= AEA2E g3 5l A AL dE=RE HE57)
Aal A AARE AtolH FIHE REFH Alo|HAR BAE H7bd e
o dRE He FAAR] MES F8 skt olHd HAHANA T,
F Ao}, o]g, B3t T 4T OoZRE A 5 Aoy ETZHo UdAH =

717F W=l Atelw M el F FFS WHT olH T ol A
20179 Abo] AR B(Cyber Command)E HEFAEF F5F 22| A
=24 AJAAE ztE 1094 B AEAHEZ (YS AN
= £AE Dt 5 AAALRE AoHtE tiE JIEE =5t
= Ao =3, 20139 FE 49 5o Abolw o] AMEEHE= F712)
AEe A% dite Z2AERQ 'EAXE FsE T T AdAAAME

3 N e 7)9kgE A2 A (rule-based international
dzlol] Z1¥kgE ZAE S Avd s TS5 FTEk

gl (2=3fo] Hpolg| ), 28 2U(Stuxnet), EMP(RAZ|E 2, YAE As &

21) vl Abolu] F7] -

]
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Rom TSI AWE At T Aot d@dFozA A
O]HJO}E—OHH A 94 Aostaat star ok Ay 2@ FA A
do] Aoy @¥ A3E Foll otrok-ElH IR FH} FHA A ]
o] FEI= Aol HEs 538k, 2x7HE o]

HAogst= =2 AW 2 (Grobal Governance) "AHUYE
skal QT

A A Eo]
45 B8

mlo ol
y of

7h Aol R X A A

ol A AR E FH™sle 7]do 2 SRbEe] Abo|HAMg R El
= 7}FE = (National Security Agency, NSA), = EQFH F(United States
Department of Homeland Security, DHS), %< /\}E.L(Federal Bureau
of Investigation, FBI) &°] ATt "= ABHE ALo|HE FZIAA
= ot 1™ 2o

Nmnuf Infrastructure
National Security Ko
Council (N5C)
| Office of the Cyber Threat Intelligence
Cobassiitiiy Director of Integration Center (CTIIC)
; — Mational — . i
Directorate Intelligence :x” "h‘:: nfarmation
| (ODND « Analyze and share cyber teest
Cyber Security Coardinator e
Office of
+ Manage Cybar Security Policy
+ Condurt the overall respome and Budget (OMB])
in cave of smorgency + Cyler Sexurity Policy Supervsion
* Audit ta Federal sgency
[ | = | E |
rtmant o
Department of Department of Hom:Tlnd Security Department of Department of
Defense (DOD) State (DOS) (DHS) Justice (DOJ) Commerce (DOC)
| I | |
Cyber Command Office of the Coordinator  Mational Protection & Federal Bureau of Maticnal institute of Standards
for Cyher lssues Programs Direct g (FBO and Technology (MIST)
» Mational knlormation - 4 £
a = Cyber Secursty = Cybar Crime Brves kigation, + Maticmial Cyber
_m"?:““"’ International Couperation : :E‘"f;m‘fm Intemational Cooperation Security RED
e m""'" oy + Cyber security related it + Cooperation with * Developing related
FEhx formign affalrs = cybr tevrorism tochalogies and standards

+ Cyber Crisis Response

<Y 3> HF PR AoHR HA FAAA

FabE= 20108 Abo] AR F-(United States Cyber Command,
USCYBERCOM)2)E st Atolw Fxtel tidk 2 e85 43

22) 1] Alo|MALE = AgEAEE(US. Strategic Command, USSTRACOM)d| &£3&ke] €+ Ato]BAME K-(Army
Cyber Command, ARCYBER), A|24&-(24th USAF), gt} ApolujAlEi-(Fleet Cyber Command,
FLTCYBERCOM), 3¥ Alo]yjAl#E E-(Marine Forces Cyber Command, MARFORCYBER)Z 4
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QYTIL AbolW Frke] BE B bd FHH'olth FTEGRFA A
HetR = 4kste] ml= AfolHtH 2 FAlE Al E (National
Cybersecurity and Communications Integration Center, NCCIS)7} &
%3}_]—1 9}1\_]—1 -1 o]UL—. /\]_o]uq;‘ds]] /\].37_01] EH%L T;H_O_ L—_Ezl tﬂ aeﬂ
A3tetal ol & S8 wl=e] AbolH 9l ARSI 974 tSAlA
ntE T R, AbolH A #d FdE AEE 4 AR 18
o Aststa, 8 Z@se] A" AAE 98 A RUEDZ S A
Alskal Atk 53] HholE AE EWste] wEQFEE(DHS) W Abo]H -
Q1 Z 2}t B = (Cybersecurity and Infrastructure Security —Agency,
CISA)= &df A¥AH F8 71TJr kel AW ARE A= dT=
Al A= ol A2 =TF HAL FEolA AIHAE oAlE BRI 3

i ﬂi{o

o

!

v 9-11 HE ARAS AVIE A]HARE HHAZQ H 99
o] obd =7I¢tE o) AT EAR A AFEITh 2008 14,
‘I 7F Aol R F¥ 718 (Comprehensive National Cybersecurity
Initiative, CNCI)= ZZEF =t o]+ Afo|HAH EAo g =7itR
Ahde] 222 dAE vhEd Hzxo Aoz Frpisit. 20099
5o FH ‘Aol FIF A& HE(Cyberspace Policy Review)E 7]
Hog Ag7tA T8 HiuAE T8 vl=e Atolwtrd i =
o|7F AABEIL ARl o A= th-g-skal AT

oL
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Ha AT 2016 TAMOIHEGE #
%] (Cybersecurity National Action Plan, CNAP),<= &
LA, AtolH FAel tis] 7 =HH o2 thAskaL
Aol thgstr] flsf Wr|H o, FE7]H0
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13 AbolH 7—31 °oFd Abelw &

Hhol & A H = 2021%3 )= Ef‘ﬂo}—’??ﬂ‘ﬂ% . 4§ H“‘”“Jfoﬂ /\]'O]‘ﬂ
=44 (cyber director office)S A3t ALO]HQJIKE I7lQIH O F
83 AANHARE 71F87]) AZFTE =3 20219 3YE 0 Ze] AAA
oo B AEE RAs F

National Strategic Guidance)< H
g, FF A Adde “——'4"7}?}1‘?—9] AR FoAstHA Aol ¥
kol A <] EH% F3} 352 (resilience)= 723t AL HYsiuch W
3 AR FHe Tl Ateld A #PskaL AbolHtE QlE ¢
7d ol 7113}&] AbolH A st s AbolW T ofy e}
HlAbolH 2 s o g e Zds WAT Blol& PAF= “m=9



F ¥ (America is Back)= 71X 2 vl AT sto] EHZ 3P K9
=7t PR A A FiE AlsstiA FAALS Y m=e 4TS
Zxsetglon, ¥R dHe Tl T=-AlotE AAst A
ojB FZrol #AZ M2 FAHE FES GESFAT

HE @R Aolmekn mAFS Bw, ovln} PR Ao)
3 o RFHAAT, o|F FF Ao}
© gkt T thAl AbolHekn FA| T
FEUS SEstud AR dEsT

SaoE Fefstgnh W EFZ YYRE FAH 4
A 2L 27 % Ao YFoR wolH ofo] Z(Five
IR FHS Apo] ek

B BoplAde F3e ehubel SEE olgalt 9w ARE BT
el @A dlolE @R RE Alolmtn Bokg FurlE A4 21

A7l A= 2Ee] AR AR ool whel Abolm bR gk 7]
£5We 2 dmdgoz wase aw /129 oA 9
GERPHEESE At F=s U5 AASL AT (L4, 2022)
<E 4> )% GHRE Ao]weln deke] 57
Al 7] AfolH|QtE. 57
ool AR | - Abolw Be AR oR
1, 27] - AtolBl FAAEC digh HE FEa) 3EY Adx
(2009.2~2017.1) | - =Zo|} #HAlo} 59 Ao st nA e gL
s e | C T B AllW Bael iy
! Apolw] AR S w3 wE A ALEshe] AAH ol
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