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54 %, A, vite], Bt 9 B3, 1) 78 PEOE
Gt

L CSAE 9 b AAe] UXE Axde mUEgsT FART 5
ol FAAE Aol Mol 9 4aHE e SEagE Agan,

O AT AolW Fe T4
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2} 4g wolnAd =8¢ stk 1
JU Ee FEo ANolE BT 1Gn AL okFE )

2 sEo] su k. webd FRIl A Aol Heg
AFste] TN HEJT Tl AF ASAE AT Aol B
o g BAS Tt stel FTU A3 WS ST U=

o2

B 2020 A7FEE Abolw] Hel nlaE ZUS

ZA5e AEYl ASAE] Aol meke] tFF A4 Bl
Uk oA AfolW BEo| tE FrHH ©A BAY BY ZEod
skl ol MESL 7Y SolA 9B FEe| Aol 1ol

7EE 283

Avi)

— <SG Cyber Safe Trustmark>

a7 vl 2yA Abg]oflA HA|Eeles oy o Bt wier] ZIiE a9
o} olet FAlo] Atojy] HQbE 17 QIEUlo=m 7[dof] A&5te] AH]
A2 o]83H] Qo] ZQ3t &sAlQolo] =} SG Cyber Safe
Trustmarks 2435t Aloj¥] HOot XS Fgt 7[Fof|A Host= BA|
ojt}. 1178E SG Cyber Safe TrustmarksS Y1l AH|AS o]& ofX
oohsr A ol

w2

15) 2020 Singapore CyberSecurity Master Plan
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< cyber hygiene mark> Ato|¥| H<oF o=

A IT £x0] gl AL J|olAs MEo] oS Rojsitt of o}
St 7]Qo] UWHAQ Aoy BAORNE o F BEY 5 YRS 7|
BRI Afoly] Boto] FAS £1 AgA|D 13 Jbs stes A
oick
pey .

O =A| Aolw ¥¥ 733}

A= 20160014+ A Aol Ao Fost= AS skt 1
Hu A7z =E A2 AHo A Alojy HeE AEY] Y5t
Fdobr ol F7HASEAN) Z3 P& Zehata e A4 FEU
o Y3 Bk REUHS 753

< APOJH{ E.QF opA|Qh ZFe] °f(AMCC) >
B7tRE= Ay Avtre A Atol¥ YA(SICW)E F&|sto] Atoly]
Hoto] st tb& o|s| AR jgS £X15tL Afoly] Hoto] W3 ofbA|
oF A¥tg 99(AMCC)E #E|sto] Atold] HoF mEY 5 Aststil
(})\)]\

<ASEAN-AI7t 2 Atoly BOHE(ASCCE)>
oPHIQt R7FS O] Atold] laFe kst 9§ mz Mo R Atols] A
o 1% 29 U 12 A% J3} 5o cfstel obAlgt 19 BE 5L o
oz w8 shu 9t

ol
o,
o
I
=5
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O 87]3 A}oln] WOl AMEjA s)at

ol

e 20162 714 24 AfolH Hel HEAE A% ZINks =3
3, Made in Singapore €FA 7NWE& ZXskaL, 7iQld 7] H
=38 d3 44e FEE Ao AT 20212 FAHOE A
Wy AERkE 4 9lE TIC(Testing, Inspection, and Certification)

BE Aeugetng a2 Ha 7] &5) 4 o) Bk AH] 2
st AAARJ] =22 AFS ATsts A HX=2 oo O

g ATNE AYE FA AR Tee AEsta SR

rlo

L 1
K
o

AolW BQE A FFHOE AR Asol 2EUTh AR /1Y
9 Abgje] tiE Apo]m el umm % ele A% AL el
A

A8 Aoln AYe FABTH AF A AAHOE Aoln] nel A
Bt REF FFIA AT BASNE FRY F Ak
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< SG Atol & A(SG Cyber Youth) >

SG Cyber Youth: 3M|, Ao} Als] 2 7o) A|PS wop Hayol
/\]-O]\:H EO} 7213212_ 1&-0 _/;\_ (})J]\E% %E _E_’Eﬁolq /\}O]H-] E?_]__ ?j
A WEo] X7 RE2 A|Zsty, SHUAIYEAL A5 Zo] Aubslol
Ae W@t 223l Atoly Anpe], 45 s, SG Cyber Olympic &
of meaag Bof Aoy met A5 JHAl Hade dudc

<o/d Atold]| HOF ol=d QFA(SG Cyber Women)>
SG Cyber Women< 0] @2 ojAjo] Ato]t] HOF HoloA ZAHS #g
= A3st= mz J2Moltt. SG Cyber Women®] YR ZA] Capture
The-Flag for Girls T3], Ladies in Cyber WIEA] mz 738 dl 7]& &
=& 5ol A

fk. A7FEZ 2 Q1EE (Interpol Global Complex for Innovation, IGCI)16)

Ol Zolgt Bl ZA|IFAFEA7]L(International  Criminal
Police Organization, ICPO)= =AIHZ] WA|S FH0Z A4 2=
o] ZAA7|dtol olsl =AE =A 7|Fo|t;. ZFA 2539 AFEE=0]
AOLF,

N7FEEE QE® ofAlol £2 M2AAIS SAISIYICE 12l1 20154
= A7z 2 F(Interpol Global Complex for Innovation, IGCI)
oleh olgog AEHE A2AAE ANEAT IGCIE okAloh A

An BHot MRS T SoE Aol W mA ¥
= ANk dH IGCIol= oF 10999 = A &o] vd=o <l

16) https://www.interpol.int/Who-we-are/Member-countries/Asia-South-Pacific/SINGAPORE
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HZ n& FAeh Aoz FAo ZFska o

IGCI9] 9lgZ& HAIME/(Interpol Innovation Center)ol A& o
HlZAS 7H AE7FE0] B X QF A g df o]

A ERHS AVBTH Rl FF A2Y, AU 5 LYY
A

o2
et

=}

Lo

GO
=
Ht
Mo

T8+ ‘Digital Forensics Lab’¥ Ato|H &
AN MEL AFS WA dF D A7) Y13 ‘Cyberspace and
New Technologies Lab’©] $lth.

t

2

ol A" A2 AvlEe
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Y FEE FUYOIRE AUAE 9T AbolH mKo] & X3y
A g ol oy AAEEH 2 QE

ATh LAl AA7FEE Abo]d] B2 Atolw HES 93 w &3}
TRET ofye}l A HAZI IS AZEt )
oS A3ttt AVtEE Y Alo]w Rl Zﬂ":.‘f gH ol A7EE Abo]

3. A7IEE Aol HQl #IH WE
7. 7N L17)

A7YEZ o= Aol Hby #A#Hste] HE JhEdt A8 HEC Q
o & SolA Abel¥ HQBPH(Cybersecurity Act)¥ 7
(Computer Misuse Act), NJUAE HISHS Alo]H HF #AH WHE

olgtx & & it}

o
:ltl
Av)
lo
ofo
i

MAAH BB SHPDPA)S 7Nl tlolEl 9} ##A s}
o8 Holy HZE oFE Fiy3n. ¢4 PDPA= A
AR BHZ HYAHDPO)E AASFE=E st AR} 7]Ho] AAUA
R{EE: 59 WHAE AT 4
PDPA o]5F 9kl thate] 7MAARRES A& 7|Fol gt
A

g% %

17) 2023 CSA [Cybersecurity Act] [https://www.csa.gov.sg/legislation/Cybersecurity-Act]
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o] HiuAel= Atolw] HMH 3} HFH & WAH syt o

FAh

Lt AbolH K (Cybersecurity Act)!8)

ArolH HQEH (Cybersecurity Act) 2018d 2€9 5¢ =35 T35
ar, 2018 34€ 2o tER e A= ol AFHIAT. ARolH
HOPH 2 A7z 29 Aloly] HE ZAHEC|TH Alo]H HPHO F
8 FIE+ 9% HE A=} (Critical Inofrmation Infrastructure,
5 O & B3sta, AVEEC FFE FX & Atold HRE AL

o

A7 EZ AbolH R EH(CSA)l Fo

AbolH] HQHHE CII AfAkell Al Abolw] R A

o
Basts AL x33sle] $8 AW AZTC) ZUEHHES 3 =
A

o

2
18
ofl
o

18) 2021. 10. 28. [Lim Chong Kin, Drew & Napier LLC] [Singapore: Cybersecurity]
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—— <CIl A9 X}509] Afojy] HOoFz o]u>

- 578 Atoly] Hob 9l ¢lo]E Afilo] gt B o] f(report certain
cybersecurity incidents and data breaches to the Cyber Securityj
Agency of Singapore)

- As @ MHes 3259 A& &4 (comply with codes of practice and|
performance standards)

- Atoly HOoF ZHAF W 9 HIF 438(comply with codes of practice
and performance standards)

- Atol¥ HOF E3Ho|| &t (participate in cybersecurity exercises.)

Clle I MYl AFol Ax Boste I/ AAE HFE A
2"l ojm| gtk CIell thgh Aol A2 AA 9} ALglel] oS
o2 Stk Alolw HeMW S CII AL Y3 ZHUYYIES AF

CII &GA oAl Aoy FZA O ZRE CIIE AL ®RFaof 3}
= 55 HWESA AT olEld oF= ClHYl tid Aol Het
k =o] A7IEZZ AAS} A Al 2"lS Bs gt Cle 117
o A 9 #HYH Y

.}
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(Il (Critical Inofrmation Infrastructure) AJHR271

W uAS A4F02 MEste o WA AR Tb AR AL
Hoz, ol2jsh AulAC) A4 i A4k ATLmEolA Wi Ay|Ao)
H8S orepAsle JeFg UAUCh J8jn HRE E= URE AL
Slo] MAMOR Ex REAOR yrtmad) iUk

(it is a computer or a computer system necessary for the
continuous delivery of an essential service, the loss on
compromise of which will have a debilitating effect on the
availability of the essential services in Singapore; and the
computer or computer system is located wholly or partly inl
Singapore.)

AbolH] HQEFH -2 CSACAl AtolH HF | 2 ARS ZAMSHY 11
FHFES Fotsta F7 Ha] e AlolW HE Abdo] WASHA] %
E AT F e ALS Fogn Aol Ht ¥ =& AlaL9
A7 94 Fad tgol wel PAE F de Aol yrolA 9l
T},

CSAS] AtolW Hek ALm oY dojs A

O 7ZfE T ZARE AAFo0] CUY Aoy WO 7|FE El 252 F
Eoh=A] &elshy] gt HJHE 45 & Qe ?déj(the power to obtain
information to ascertain if a computer or computer system fulfilg
the criteria or the level of cybersecurity of ClIs)

O Clio] Aol Mot i Aolu] mobo] Fabaol walg wgsh] 9

- 34 -



ol Cll A4t B+ 254 5a0 AH AAIE UE & A= dst (the
power to issue written directions to the CII owner or class of
owners to ensure the cybersecurity of the CII or the effective

administration of the Cybersecurity Act)

O CIIZ}F ofd AttExh s A5 motsto] Atojy] HoF g E& Al

g AU = Aoy A9 Alzbdo] mat oy
gt 259 Adiz Witz WA 4 sy, (the power to
investigate cybersecurity threats or incidents, including those
involving non-CII. The Commissioner may exercise powers with
varying levels of intrusiveness, depending on the severity of the

threat or incident)

O Atols] mordo] wel walel BaAste] £AMS 23e & Qb WY
AR A Fojdr 4 Ql&5Utt (the power to authorise an offlcer to
conduct investigations in relation to any offence under the

Cybersecurity Act)

O AtolH Het BH F#E ST zHd H4E 7=

Abolw HOFH e Alolw HeF B AR FHE LoldiAl It Al
ol K3t #HH AHHO FfHE AHFEY 7

Ho}y §9F0F oustsd E80] F
WMo Cl &FAdA F8 AR =ZehCISt #HIF Alolw Hot
olfrell diadl CSAdl Hadfol dh= WA FE Hodth 1

AT
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———CSAS) Aelnl Hek Abx oy wHig AE

- Abol Mo Al 14(1)ol uwhel CII &fAbs AkelW Heb 7o
A o= T st A4S Lok dn
1. 30 AR oxgel Basle] FAHHE Aoy HOF A}x
1. 29 AR axgel A5 AAFHAY EANFE 2929 Ao
atoll Sl= AFFE E=x AHFH A" wBdste] g E Aol

O:

L AU 25404 AR ANE 9 A48 Fod 4n)
Azebst wAw Ve BE G99 Aol mok AL

- 53] Aold] HeHFS An A ) 20189 A 5ol whel

CIT &AFAk= AbelW HQE ARAL 5 2A1ZF o tfjel] U AMS AbolH]

Bt =gl Al <ok gtk

L FFS B T8 FH d=g

. T8 48 I &7Ae] o]F3 dgA

1. =03 AR A=g = A5 d49 AFEH == AFH AA
Bl e Aboln] ®ob Alae] A, Hha) A7) 9

1. 23 AR A32gl = A5 dZ28 HAFH T AFE AN
ol dFe w2 WAs et dEE 24y 5y aeu

L AuAME AEshs 7H91e olF, A9, =4 R AdHA

- 8% CII &fAh= CSA Aol ES S8 14<d ool a3t 2
F7F ARE Ao gt
1. Aloln] HolF AFa1o] £ 9_]
1. 283 X AQxe E=
of WA= 9% el
L oj| 7jd =AE A=A
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O AolW Hok Aulz: FFAE AT AAF 2ol

CSAE 27k ERe] Aloln] Hmel Auz JAS tgo holax
AAZ)e Helsn ok By wol SYME mUEY An 2o}
A5 B2E Auzolth Be¥ RAedAE RUEHY Auss )
Qo] Abolwl Mol Azl M9 Bl £FE oueT AE A
2= g ofE wolA Aolw] Mol B FHebdo] EA HA

ot AFE L& (Computer Misuse Act 1993, CMA)1)

1) s

A5FE 289 (The Computer Misuse Act 1993, CMA)> 19934 #
FE A5 g P "oy =4, 71E HAFE HHE A
A AGHAT HAFE LW ANEE 7€ AL 2 gt F
20 Aloln] WA} SAsHEA ol#ld wWale] uro] 1994\ 3}
2012 7 A AA AR HA CMA AA 3oll= AFH A 2H

of @ T oMz AFL A7) 98] PFE YL orgsi:

19) 2022. 11. 14. Lim Chong Kin, David Alfred, Albert pichlmaier (Drew&Napier LLC),
[Cybersecurity Laws and Regulations Singapore]
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A g WHE EFshe] TR Aoy MHE FASAT
2) F8 Aolwl WA TF

AFE L8W A3EFE A10=7EA Aol HE AE g
=4 AFEu Alzdel tigk HE ) dis) tsAE =%

oltt. A7I4 EA HFH= F= VAL C)E dndn. =
Aol 3 342 7t AEEw. ARzs

WAL B oplEe] ek WES AT 18al Aloxs EE AE
T2 o] Hel w2t ¥HE AT dHFoR giEHE AEE
Z glol Axd & v fAsta Y. Fu= ArtxEes T
| teiA AZa2 97 glo]l voAAE AzsAY d T4
BEBED ofyzt thE HEA dide

= FFE 28vel BAW WAE FAT 5 Yok

< CMA SECTION 11, 12, 18, 19 >
Section 11. Enhanced punishment for offences involving

protected computers

Section 12. Abetments and attempts punishable as offences

Saving for investigations by police and law enforcement officers
Section 18. Nothing in this Act prohibits a police officer, an
authorised person within the meaning of section 39 of the
Criminal Procedure Code 2010 or any other duly authorised law
enforcement officer from lawfully conducting investigations
pursuant to the powers conferred on him or her under any

written law.
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O

Arrest by police without warrant

Section 19. Any police officer may arrest without warrant any
person reasonably suspected of committing an offence under
this Act.

A A5 gt FF AAM 2 (Sectiond: Unauthorised access to

computer material)

AFEA A zZ2 ol dlojEe dighk dg glo] dAx

R HHo7 19F HFHI 7I5E FIFESF ste AF

$5,000 016}91 e T 29 olsty Ay e & 25 AHsid

AT TP F OHA B 55 53 BEY A5 $10,000 ©]stY

e = O AH3ld 4 AT} Section3

HARke] A= Jert B skE A 7 Ho $50,000 ©]&ko
T E5o A + drh

4 rlo e

&+

of Y& THE A Qe edAze] 22, o

O HAE AXNZAY HHE HAsH = =2 HT (Sectiond: Access

with intent to commit or facilitate commission of offence)

AFE ) AgE Zzadol ol td GAAE Fug 2

_39_



o AFHL s &
= 10 olste @ﬂ
Sectiond2 A4k, A7), B4 Z
det= A 7 AE Qoi 2 ol Ao A HE + ATk

P =E = AFES $50,000 ©]ste] HEF

A mEo A & Atk

tR

O AFE A5Ee F& 4 (Section5: Unauthorised modification of

computer material

AFEE 283t AFEH WE&e FHoE A= A5 she
AbE2 3 Bde I §10,000 olste] ME Ee 3 olske] Ao
Ee 7 7HA 2RO AA vk 7 WA B 5 3 24
o] 73-% $20,000 olste] WE E= 59 ofste] A Ee F UHA B
-‘T——Oﬂ 2 & X ot Section5°] W& ¥rel A2 ¥y} Ay st=
A SRte 2 f3 B2 w2 AR $50,000 ©lske] EE E=
d oojste] Ao =E & BT Asd £tk

& =° Hely A W74, dACIE siA, vl s ERol &}
Aol ol st

O HFH Avlze] Fob AHE = W3l (Section6: Unauthorised use or

interception of computer service
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Supplying, etc., personal information obtained in contravention of

certain provisions)

Abgholl thdk QIR B7E A3x A4z A5F A6

e

(Section10: Obtaining,

=N
o
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ed
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4. ATFEE F8 AlolH HQE Al
7}. 2018 SingHealth Hl©|H % AFzl (SingHealth data breach)20)
1) 7Ns

Sing Healths A7}IZEAM 714 & &3 7| IF =, 2000
dell dgHfem e &y B, 370 A9 B4, 5719 = H
A AlE B g7le] Aoz TAH A

20183 649 274 FH 7€ 4 Atolo AR AtolH FAO = 1507t
8¢l SingHealth €k2to] 7§91 AR o} ofzf fxjollA] Fofd of<f

71% 5ol &5 Utk SingHealtholl 7}ig $hxte] o] &3 FHIW s
(FIN Number), 34, 7tEHZ, F471 oF=2 FEHAoH
71+ 2|45 (Lee Hsien Loong) A7FEZE2 ZFEe] AABRE HEE

g Aoz dEFH.

CSASl =Ate] m=d si7E2 WA ZHE <= fazdHolde
&3l SingHealtho] IT Al=Hlefl Hjglom ol tlolEuo]xs

E

20) https://en.wikipedia.org/wiki/2018_SingHealth_data_breach
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At

2019 1€ 109 Z=A9 93] & SingHealth Atol®] Ao ish B
AE LESIAT EaAE AdEo] AtolH HQko] gk A Ao] R
Z3te] Atold FAO 574 &< kA X 391, SingHealth VIE
A= Alz=dlo o] 71A] FHekxo] dew Heh z2TF Fo] A
) HH = A ofyste] HolEZF fE" Aol shH.

. 2016d StarHub DDoS &4 Al (StarHub DDoS Attacks)

20161 dcll= A 7FEE A E}&] B (StarHub)2tE B4 A A7
DDoS(&4F AWz 7%y g2 ] tige] syt of 54L& 34
A% AHW AMux FolE ZstR o, AVTEZ A ASFH 9

201613 109 22¥ 3 24 28] AA StarHub+ Al AE o] wlH] Fof
aAEe] AUl Auxrt FEEHAY. AAE FHHFHE S

StarHub®] DNSol| ®tEH o2 & RHul= WA OS2 DDosy 4=
&tk StarHub: E# TS £507 PEY3T DNS £35S 51
JEYl AHI 25 B33t 1A4-E & F=9HA &S o=
A= AT

o 2017\ R/ =7 HolH & AR (MINDEF/SAF Data Breach)

AMEE GRS} AVIEE 72 20173 2€ oF 850%W e IUHE



Fodd HAS9 7l HolE It Aol ZAC®E F=HIAva T
#3th. MINDEF/SAF dHlolE &2 20199 Zo A=l o,
T A2 g 2AH o] FoHTh. dAE2> MINDEF/SAFY

O~

Inet Al=®lo] Fete] TS 7id BHR(0lE, A&Es HE, o
g 5)E TS dolHE FE3H
=]

5. A7IEZE Aol HQEAH (Cyber Security Agency of
Singapore, CSA)?21)

7F e

A7FEZE AbolB HQEAH (Cyber Security Agency of Singapore, CSA)
< A7FEE9 Aloly HE A= &9, nS, By D AHA e
et I7F 1otk Atoly HEAH L #Ad AAGCEE HEEF
BB SRs|Bo, AAZE AfERZe RE 7} Aoy B

21) www.csa.gov.sg
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#2]: CSA= F853F AlolH Alatel T

St AbolW An A A Ao AU 2 APS AFSHH, A
H
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oo
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»

A

AR ERE Qe AADT

83 AR 7|HF A HBE: CSAE A7IE=Ee F83%F AR 7bE
A REE AEEAY) A6 skl SHEsta 99 BHE &
Bate] Alolw gFo] o ATH dhul 2AE AT
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Criminal Investigation Department

Police Cantonment Complex
SINGAPORE 391 New Bridge Road
Singapore 088762
POLICE FDRC—E Tel +65 6435 0000
SAFEGUARDING EVERY DAY www.police.gov.sg

4 January 2023

Mr. Sukwoo Lim

Korean National Police Agency

Field of Study: Cybercrime Investigation

Fellowship Period: 29 December 2022 to 28 June 2023
Status: Visiting Researcher

Dear Mr. Sukwoo Lim,
ATTACHMENT TO THE SINGAPORE POLICE FORCE
I refer to your letter of request dated 27 September 2022.

2 | am pleased to inform you that your request for attachment to the Singapore Police

Force has been confirmed and will take place from 13 to 24 February 2023.

3 Details of the attachment will be provided to you closer to the attachment date.
Should you have any queries prior to the attachment, you may contact ASP Augustus Tang
at HP: +65 — 9115 4867 or augustus tang@spf.gov.sg. | look forward to meeting you in

February.

Yours Sincerely,

B

SUPT Randy Chua

Head, Technology Crime Policy Branch
Technology Crime Division

Criminal Investigation Department
Singapore Police Force
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<SPF dAXRAHAL AAIE>

Attachment Programme for Mr Lim Suk-Woo (13 Feb 2023 — 24 Feb 2023)
Week 1: 13 Feb 2023 - 17 Feb 2023

13 Feb:
Meeting with CyberCrime Command (CCC) Management
= Admin arrangement and orientation around Police Cantonment Complex
Technology Crime Policy Branch (TCPB)

« Briefing on SPF, CID and CCC structure, roles and responsibilities

14 Feb: Technology Crime Investigation Branch (TCIB)

« Briefing on TCIB’s roles and responsibilities
« Briefing on TCIB’s collaboration efforts with external partners and usage of tools/systems in cybercrime
investigation

15 Feb: Cybercrime Investigation Training

16 Feb: Technology Crime Forensic Branch (TCFB)

« Briefing on TCFB’s roles and responsibilities
o Search and seizure of different type of exhibits
= Visit to TCFB Labs
« Briefing on TCFB’s collaboration efforts with external partners and usage of tools/systems in cybercrime
forensic

17 Feb: Technology Crime Policy Branch (TCPB)

« Sharing by Supt Lim Suk-Woo on his area of work during CCC monthly In-service training

Week 2: 20 Feb 2023 - 24 Feb 2023

20 Feb:
Anti-Scam Command / SPF

» Visit to Anti-Scam Command
Cyber Security Agency

= Visit to Cyber Security Agency

21 Feb: INTERPOL Global Complex for Innovation
« Visit to INTERPOL Global Complex for Innovation

22 Feb:
Home Team School of Criminal Investigation

= Visit to Home Team School of Criminal Investigation

23 Feb: Cybercrime Response Team (CCRT) ‘E’

= Visit to E Div CCRT
+ Briefing on CCRT E’s roles and responsibilities

24 Feb: Cybercrime Response Team (CCRT) ‘L’
= Visit to L Div CCRT

+ Briefing on CCRT L's roles and responsibilities

End of Attachment
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B7tE 2 ARAL 182009 A HACH, FotAlotelA T 2
e BE7IH T stdolty. AVIEE Z#H(Singapore Police
Force, SPF)2 ZJ7FZ= W FF & st e AE =2 o0,

o= A7FE=E9] b3 HekE Hs) HHE A, UA, 9

SPF "2 "HHAE oY, WA, &A(To p

crime)"o]aL, HI AL “AMA A b AT AVMEEE WHEEE S
+ =7 9% A ZY(A Force for the Nation - To Make
Singapore the Safest Place in the World)o|th. SPFe] 7= O
AEEE, QU 2 AR AHls, @FA, DA GAE] FHo, OFF

oAl 9 WA T JbA Fa doje] WL Tu Syt

revent, deter and detect

L)

3) 2472 5

SPF= Al 1671 2Bz FA, 4709 M3 282 FA, 18709
= 2 g Fo, 7He S AdeE FAHY dn BEiREs o)
U(Novena) A79 7 HY2 3 F(New Phoenix Park) 71=23)0 <

22) http://www.spf.gov.sg/
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238 Qtr 20203 7]1FC. & SPF

gJom I F 9571 AlRo]

Aot

COMMISSIONER OF POLICE
CP Hoong Wee Teck

DEPUTY COMMISSIONER
OF POLICE (POLICY)
DCP Jerry See

STAFF DEPARTMENT

ADMINISTRATION AND
FINANCE DEPARTMENT
Mdm Seow Hwee Koon

COMMUNITY PARTNERSHIP
DEPARTMENT
AC Shng Yunn Chinn

CENTRE FOR PROTECTIVE SECURITY
Mr Andy Tan

INSPECTORATE AND RISK
MANAGEMENT DEPARTMENT
AC Maria Oh

INTERNAL AFFAIRS OFFICE
AC Michael Ang

COMMERCIAL AFFAIRS DEPARTMENT
Mr David Chew

CRIMINAL INVESTIGATION DEPARTMENT
DCP How Kwang Hwee

AIRPORT POLICE DIVISION
AC Alvin Chong

GURKHA CONTINGENT
AC William Robert Kefford

HOME TEAM SCHOOL OF
CRIMINAL INVESTIGATION
SAC Lim Chin Tiak

POLICE COAST GUARD
SAC Cheang Keng Keong

PROTECTIVE SECURITY COMMAND
AC Sherrin Chua

POLICE OPERATIONS COMMAND CENTRE
SAC Lee Su Peng

1 Acting Director

DEPUTY COMMISSIONER OF POLICE
(INVESTIGATION & INTELLIGENCE)
DCP How Kwang Hwee

INTERNATIONAL COOPERATION
DEPARTMENT
AC William Koh

MANPOWER DEPARTMENT
SAC Christopher Ng

OPERATIONS DEPARTMENT
AC Gregory Tan '

PLANNING AND
ORGANISATION DEPARTMENT
SAC Wilson Lim

POLICE LICENSING AND
REGULATORY DEPARTMENT
SAC Jarrod Pereira

OPS - TECH DEPARTMENT
AC Loke Wai Yew

PUBLIC TRANSPORT
SECURITY COMMAND
DAC Masagoes Idris
SECURITY COMMAND
SAC Koh Wei Keong

SPECIAL OPERATIONS COMMAND
SAC Arthur Law

TRAFFIC POLICE
SAC Gerald Lim

TRAINING COMMAND
SAC David Scott Arul

°kF 10,706 <]
= A&Po|,

DEPUTY COMMISSIONER
OF POLICE (OPERATIONS)

DCP Lian Ghim Hua

POLICE LOGISTICS DEPARTMENT
SAC Teo Chor Leng

POLICE NATIONAL SERVICE
DEPARTMENT
SAC Puvenesveran K

PUBLIC AFFAIRS DEPARTMENT
SAC Tan Tin Wee

SERVICE DELIVERY DEPARTMENT
AC Lee Chwee Huat

TRAINING AND CAPABILITY
DEVELOPMENT DEPARTMENT
SAC Antheny Ng

POLICE INTELLIGENGE DEPARTMENT
SAC Zhang Weihan

7 LAND DIVISIONS

» CENTRAL DIVISION (A’ DIV)
A€ Jeremy Ang

» CLEMENTI DIVISION (D' DIV)
AC Serene Chiu

» TANGLIN DIVISION (E' DIV}
SAC Cheong Chee Ming

» ANG MO KIO DIVISION ('F DIV)
AC Zed Teo

VOLUNTEER SPECIAL
CONSTABULARY
AC Shng Yunn Chinn

SPECIALIST STAFF DEPARTMENT

POLICE PSYCHOLOGICAL
SERVICES DEPARTMENT
Mr Jansen Ang

SPECIALIST AND LINE UNIT

» BEDOK DIVISION ('G* DIV)
AC Wong Xing Shun Justin

* JURONG DIVISION (J' DIV)
AC Jerald Tan

» WOODLANDS DIVISION ('L° DIV}
AC Ang Eng Seng

o AZtEE BB

A= (Criminal Investigation Department, CID)

23) 28 Irrawaddy Road, New Phoenix Park, Singapore 329560
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4) A AE7F EY (Investigation Expert Career Track, IECT)

A7tz2 AFe AE7F EY(Expert Career Track)e +%9 gt A
2 3249l HE7FE EH(Senior Specialist, Principal
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JFE] A B (Anti-Scam Command, ASCom)
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2023. 6. 2. =GB g [hn] Ao HE FFA3 whd]

2016~22 [Government of Singapore] [Singapore Cyber Landscape
2016~2022]

2016 [Government of Singapore] [Singapore Cybersecurity Strategy]

2021 [Government of Singapore]| [Singapore Cybersecurity Strategy]

2020 Singapore CyberSecurity Master Plan

2023 CSA [Cybersecurity Act]
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2021.

2022.

2023.

2023

2023

[https:/ /www.csa.gov.sg/legislation/Cybersecurity-Act]

10. 28. [Lim Chong Kin, Drew & Napier LLC] [Singapore:
Cybersecurity]

11. 14. Lim Chong Kin, David Alfred, Albert pichlmaier
(Drew&Napier LLC), [Cybersecurity Laws and Regulations
Singapore]

6. 30. https://www.interpol.int/ Who-we-are/Member-countries/
Asia-South-Pacific/ SINGAPORE

. 6. 30. https://en.wikipedia.org/wiki/2018_SingHealth_data_breach

. 6. 30. www.csa.gov.sg
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